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(2) Be reasonably designed to assure 
that the format of retained records and 
the retention period— 

(i) Are adequate to support litigation 
and the administrative, business, ex-
ternal and internal audit functions of 
the Enterprise; 

(ii) Comply with requirements of ap-
plicable laws and regulations; and 

(iii) Permit ready access by the En-
terprise and, upon request, by the ex-
amination and other staff of OFHEO by 
reasonable means, consistent with the 
nature and availability of the records 
and existing information technology; 

(3) Assign in writing the authorities 
and responsibilities for record reten-
tion activities; 

(4) Include policies and procedures 
concerning record holds, consistent 
with § 1732.7; 

(5) Include an accurate, current, and 
comprehensive record retention sched-
ule that lists records by major cat-
egories, subcategories, record type, and 
retention period, which retention pe-
riod is appropriate to the specific 
record and consistent with applicable 
legal, regulatory, fiscal, and oper-
ational and business requirements; 

(6) Include adequate security and in-
ternal controls to protect records from 
unauthorized access and data alter-
ation; and 

(7) Provide for adequate back-up and 
recovery of electronic records. 

(b) Training. The record retention 
program shall provide for training of 
and notice to all employees on a peri-
odic basis on their record retention re-
sponsibilities, including instruction re-
garding penalties provided by law for 
the unlawful removal or destruction of 
records. The record retention program 
also shall provide for training for the 
agents or independent contractors of 
an Enterprise, as appropriate, con-
sistent with their respective roles and 
responsibilities to the Enterprise. 

§ 1732.7 Record hold. 
(a) Definition. For purposes of this 

part, the term ‘‘record hold’’ means a 
requirement, an order, or a directive 
from an Enterprise or OFHEO that the 
Enterprise is to retain records relating 
to a particular issue in connection with 
an actual or a potential OFHEO exam-
ination, investigation, enforcement 

proceeding, or litigation of which the 
Enterprise has received notice from 
OFHEO. 

(b) Notification by Enterprise. The 
record retention program of an Enter-
prise shall: 

(1) Address how employees and, as ap-
propriate, how agents or independent 
contractors consistent with their re-
spective roles and responsibilities to 
the Enterprise, will receive prompt no-
tification of a record hold; 

(2) Designate an individual to com-
municate specific requirements and in-
structions, including, when necessary, 
the instruction to cease immediately 
any otherwise permissible destruction 
of records; and, 

(3) Provide that any employee and, as 
appropriate, any agent or independent 
contractor consistent with his or her 
respective role and responsibility to 
the Enterprise, who has received notice 
of a potential investigation, enforce-
ment proceeding, or litigation by 
OFHEO involving the Enterprise or an 
employee, or otherwise has actual 
knowledge that an issue is subject to 
such an investigation, enforcement 
proceeding or litigation, shall notify 
immediately the legal department of 
the Enterprise and shall retain any 
records that may be relevant in any 
way to such investigation, enforcement 
proceeding, or litigation. 

(c) Method of record retention. The 
record retention program of an Enter-
prise shall address the method by 
which the Enterprise will retain 
records during a record hold. Specifi-
cally, the program shall describe the 
method for the continued preservation 
of electronic records, including e- 
mails, and the conversion of records 
from paper to electronic format as well 
as any alternative storage method. 

(d) Access to and retrieval of records. 
The record retention program of an En-
terprise shall ensure access to and re-
trieval of records by the Enterprise and 
access, upon request, by OFHEO, dur-
ing a record hold. Such access shall be 
by reasonable means, consistent with 
the nature and availability of the 
records and existing information tech-
nology. 
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